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1.1
iSpirit 2928G P
/ /
iSpirit 2928G 24 RJ-45 10/100Base-T 4 1000M
10/100/1000 Base-T RJ45
IP
iSpirit 2928G 1-1
Console
Port
10/100Base-T Ports Extend
module slot
1-1 iSpirit 2928G
1.2
1.2.1
10/100 Mbps
10/100 Mbps /
1000M / 10/100/1000Base-T
CATS5 140
8K ARL
IEEE802.3X HOL) Backpressure)
4
4 8
VLAN 802.1Q tagged VLAN, 256 VLAN
STP
MIBIl,RMON 4
4 LED
IGMP
XModem
802.1X
VLAN
VLAN
MAC
802.1P TOS/DSCP MAC QOS
VLAN
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1.2.2
1.
iSpirit 2928G
100 4 Trunk group 2 Gigabit Ethernet
2.
iSpirit 2928G ARL MAC MAC
Hyper-Safety ,
3.
iSpirit 2928G Hyper-Management
Q) Console Telnet Menu
(2) SNMP
(3) web
4) SNMP Bridge MIB  MIB Il Entity MIB version 2 RMON MIB
(5)4 RMON 1 2 3 9
(6) TFTP in-band
4 VLAN
iSpirit 2928G VLAN VLAN 802.1Q
iSpirit 2928G VLAN
iSpirit 2928G VLAN
iSpirit 2928G VLAN
1.3
iSpirit 2928G 1-1
1-1
IEEE802.1d
IEEE802.3
IEEE802.3u
IEEE802.3x
IEEE802.3z
Link Aggregation IEEE802.3ad
VLAN IEEE802.1Q
UDP RFC 768,RFC 950,RFC 1071
TCP RFC 793
TFTP RFC 783
IP RFC 791
ICMP RFC 792
ARP RFC 826
Telnet RFC 854~RFC 859
SMI RFC 1155
SNMP RFC 1157
MIBII RFC 1213 & RFC 1573
Ether-like MIB RFC 1398
Bridge MIB RFC 1493
Ether-like MIB RFC 1643
RMON RFC 1757

10/

Proprietary MIB
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1.4
iSpirit 2928G 10/100Base-T RJ-45 1000Base-X LED
LED 1-2
LINK/ACT LEDs
BEJ/I BT BT B BrOTBE BT B8 BN .
e Tl Tl O Tl
ISpirit 2924F Switch Power @ GDGDDD DGDDDD Q Q
POWERLED

1-2 iSpirit 2928G

1.4.1 10/100Base-T

10/100Base-T 140
2 10Base-T RJ-45 CAT3 CAT4 CAT5 CAT5E
2 100Base-TX RJ-45 CATS CAT5E
O CAT3 CAT4 10Mbps CAT5 CATSE 100Mbps
® 10/100Base-T
10/100Base-T IEEE802.
3u
IEEE802.3u
1.4.2
iSpirit 2928G 4 2 2
1-2
1000Base-TX |5 100m
1000Base-SX [62.5um 850nm 275m
50um 550m
1000Base-LX [62.5um 1310nm 550m
50um 550m
10um 5000m
1000 full-1000
1-3 ( )

Extend module
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1.4.3 LED
LED link link-LED
mode-LED 1-4
LINK/ACT LEDs
ST/ BT BT BT B/ BT R BT HY 82 8% " .
hosier Tl T o
PR | N g g | ] [ g | g g g g [ J g
POWER LED
1-4 iSpirit 2928G LED
ACT SPD DUPX DIAG
1-3
1-3
LED
ACT
SPD 10 100 1000Mbps
DUPX
DIAG
LED
1-4 1-6 LED
1-4 LED
1-5 LED
1-5:
LED
ACT
10/100Base-T
10Mbps
100Mbps
SPD 1000Mbps
10/100/1000Base-T
10Mbps _100Mbps
1000Mbps
10/100Base-T
DUPX
10/100/1000Base-T
DIAG
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1.5
iSpirit 2928G
1-5 iSpirit 2928G
151
180 240
152
UART PC
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iSpirit 2928G (POST)

Bootrom
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2.1
45 113
7.6cm 3
TN
2.1.1
POST
1.
(1) 10/100Base-T  10/100/1000Base-T 140
(2) 1000Base-X 10,000
(3)
(4)
a.
b.
C. AC
d. 3
(5) A
(6)
(7) 40
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2.2
2.2.1
(1)
(2) AC
(3) POST
2.2.2
=
=
=
19 24
19" rack mount point <¢—
LA A e g )
(i 4o L+]
24" rack mount point <— DDDE%O oﬂl
T | {_\[':Hl:‘l
2-1
19 24
(1)
(2)
(3)
=

[ |7 | _;Z_{:__.Zﬂ

2-2

10
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19 24
(1) 19
(2) 24

2-3  2-4

flat-head screws @:®
]

24" Configuration

2-3

flat-head screws

19" Configuration

24" Configuration

2-4

11



2.
4 2-5
POST
o
4 &
= 0
o] ﬂ
o
machine screws ©
2-5
2.2.3
(1)
(2)
1.
/ 2-6
:@ machine screws
For wall-mounting
2-6
2.

12
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2.3
231 POST

(1) AC
(2) AC
28 BootRom
ACT
POST
2.4
iSpirit 2924G/2924F
2.4.1 10/100Mbps
10/100Mbps
10Base-T 100Base-TX 2924F
1) 10Base-T CAT3 CAT4 CAT5 CAT5E RJ-45
100Base-TX CAT5 CAT5E RJ-45 2-8
B
®) RJ-45 LED
(3)
(4) 1 3 10/100Mpbs
2-8 10/100Base-T
2.4.2 100Base-X 1000Base-X
100Base-X 1000Base-X
1) CAT5 CAT5E RJ-45
2-9 CATS CATS5E
(2) RJ-45 LED
(3)
(4) 1 3 10/100/1000Base-T

13
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2-9 SC
2.4.3
PC
B
PC VT100 PC Hyperterminal
PC PC

(1) UART 2-10

(2) PC UART

(3) PC Hyperterminal

(4) PC

38400

2.5 Bootrom
Bootrom Bootrom

251

2-11

lenove Networks Boot

| Copyright 2003-2004 lenovo Hetworks Corp.

Version: iSpireation date: Mow 16 2004, 10:03:54

Press any key lo slop aulo-bool. ..
1

2-11

14
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25.2

253

[Switch Boot]:

2.6

@ Bootrom “ [Switch Boot]:”

lenova Hetworks Boot

Copyright 2003-2004 lenove Networks Corp.

Version: 1Spirii2924F Bootrom 2
Creation date: Hov 16 2004, 10: 03 Sh

chss any key to stop auto-bool. ..

[Switch Bootl:

2-12

PCI

hyper OS

D 8 2-13 1K XModem

lenove Networks Boot

Copyright 2003-2004 1eno ST NN K|

MR C\Dermants wd Satvingsiyinte

ZHEQ:

W R Q..
Version: 1Srnr1l292-5F Bo '“"-"- =]
Creation date: MHov 16 20

CEe ] sho |_wn |
P:rle.t:.t: any key to ston auto-bool. ..
[Switch Bootl: D
serial loading. .
Harning -- Target File Exists and is Being Overwrovo.Z in binary mode
Send several Control-K characters to cancel
EEESNENERNENERE_
2-13 hyper OS

15
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A W N PR

CLI
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1.1 CLI

iSpirit 2928G

EXEC
TELNET

VLAN

VLAN

PORT RANGE

VLAN

VLAN
VLAN ID

1.2

CLI

vlan <vlanid>

CLI

18

CLI
* Switch>"
EXEC enable
* Switch#”
vlan <vlanid> VLAN ,VLAN
VLAN “ Switch(vlan-1)#"(vlan id 1 )
port <pl-p2> PORT RANGE PORT RANGE
PORT RANGE “ Switch(port 1)
‘ Switch(port 1-4)#" 1 4
privatevlan <group-id> VLAN
VLAN , VLAN “ Switch(privatevlan-10)#”
10
protocol definition <protocol classid>
* Switch(protocol-10)#" ID 10
save show switch

ip address <ip-address> <subnet-mask>
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* show ?”

1.3
cLI

Ctrl+c
Ctrl+p
Ctrl+n
Ctrl+u
Ctrl+a
Ctrl+f
Ctrl+b
Ctrl+d
Ctrl+h
Ctrl+k
Ctrl+x
Ctrl+e

14
CLI

CLI
CLI

‘ show switch”

<cr>
show

show history

CLI
CLI
‘“ sh sw”

‘ ip adrress 198.168.80.1

CLI

20
CTRL+P,CTRL+N

19
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iSpirit 2924F
1
2
3

20
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2.1

Switch# CLI
EXEC enable
Switch> enable
Password
Switch#
VLAN1 IP

ip address <ip-address><subnet-mask>
Switch# ip address 192.168.2.3 255.255.255.0

ip gateway <gateway-address>
Switch# ip gateway 192.168.2.1

Switch# reset

Switch# reset factory

Switch# password

Password

flash

Switch# save
EXEC
logout
Switch# exit
CLI TELNET

Switch# logout

Switch# cls

Switch# ping <remote-host>
1P 198.168.80.1

Switch# ping 198.168.80.72

PING 198.168.80.72: 56 data bytes

64 bytes from host (198.168.80.72): icmp_seq=0. time=0. ms

64 bytes from host (198.168.80.72): icmp_seqg=1. time=0. ms

64 bytes from host (198.168.80.72): icmp_seq=2. time=0. ms

64 bytes from host (198.168.80.72): icmp_seq=3. time=0. ms

64 bytes from host (198.168.80.72): icmp_seq=4. time=0. ms

— —198.168.80.72 PING Statistics— —

5 packets transmitted, 5 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/3/16

PING 199.168.80.72: 56 data bytes

no answer from 199.168.80.72
20

Switch# show history

IP

EXEC

198.168.80.72

21
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Switch# show system
> 1P MAC
Switch# show switch

Switch# show console

Switch# show terminal
> VLAN1 IP IP
Switch# show ip

Switch# version
> TELNET

Switch# set telnet password

TELNET 123

> TELNET

Switch# clear telnet password
> CLI

Switch# idletime <timeout>
> CLI

Switch# show idletime
>

Switch# set time
>

Switch# switchname <switch-name>

2.2

TFTP
CLI

save

upload configuration <ip-address> <name>
ip-address PC IP
name

download configuration <ip-address> <name>
ip-address PC IP
name

2.3

PC

22

IP gateway

FLASH
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vlan
192.168.0.2 | 192.168.0.1
PC(TFTP) —
_ A TFTP Client
2-1
PC PC TFTP Server
PC IP PC IP 192.168.0.2 IP
1P 192.168.0.1
PC IP IP

Sl

Basz Diectory |c:\t

Current Action I

About

Help |

2-2 TFTPD32
[Settings] TFTPD32

Sl

Basz Diectory |c:\t

Current Action I
b e |
2-3 TFTPD32
“ Base Directory” [OK]
save

23
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PC
Switch# upload configuration 192.168.0.2 beifen
uploading configuration ......
complete
Switch#

Switch# download configuration 192.168.0.2 beifen
Do you wish to continue? [Y/N]: y

downloading configuration ......

Complete.

Switch# reset
Do you wish to continue Y N

2.3.1

24

192.168.1.10

TFTP == (- .
192.168.1.1 L‘ % /

. \—f_ . i, I "
[ A— }

2-3
TFTP
TFTP P 192.168.1.1 2928G P 192.168.1.10, TFTP

TFTP TFTP

Switch# upload configuration 192.168.1.1
uploading configuration ......

TFTP
Switch# download configuration 192.168.1.1
Do you wish to continue? [Y/N]: y

1 tftp 1P
2 tftp tftp
3

tftp
1 tftp 1P
2 tftp tftp
3
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4 tftp

2.4
iSpirit 2928G TFTP

download image <ip-address> <name>

<ip-address> PC 1P <file-name> PC
1
—
192.168.0.2 _ 192.168.0 1
PC(TFTP) —
_ /<’_:§2> ] TFTP Client
= p /,/
- | E
2-4 TFTP
TFTP Server
C:\t
IP IP 192.168.0.2
IP IP 192.168.0.1
IP IP
2 TFTP Server

TFTP Server TFTPD32

1 xd

Base Diectory Ic.‘\l

Current Action |

About I Help |

2-5 TFTPD32

25
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TFTP Server TFTP Server TFTP Server

[Settings] TFTPD32

i

Basz Diectory Ic.‘\t

Current Action I

About I

2-6 TFTPD32
* Base Directory” [OK]

TFTP Server

ping

Switch#
Switch# download image 192.168.0.2 lenovo.img
Do you wish to continue? [Y/N]: y
downloading image......
Complete.
Switch#

Switch# reset

2.4.1 o
192.168.1.10 /= “‘//«
SR =
TETP ‘ £ y
— P |
192.168.1.1 \:l 5 /
a ..1 -H.\_‘_‘___,/
2-7
TFTP
TFTP P 192.168.1.1 2928G P 192.168.1.10,  TFTP
2928G.img
TETP TETP TETP

26
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Switch# download image 192.168.1.1 2928G.img
Do you wish to continue? [Y/N]: y

Don’t Shut down power until completed!
downloading image ......

TFTP IP
TFTP IP
TFTP

A W DN PP

PING

27
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arl
mirror
trunk
MAC

0 N O O~ WN P

28
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3.1

> flow-control ports A-B or A (port list 1<=A,B<=28) 3 4

switch# flow-control ports 3-4
> no flow-control ports A-B or A (port list 1<=A,B<=28) 3 4

switch# no flow-control ports 3-4
>

3.2

> bandwidth limit

64 kbytes 2 64KB 128KB
switch#port 2
switch(port(1-2))#bandwidth limit
Bandwidth type (1-Rx 2-Tx 3-Rx/Tx):3
Rx bandwidth value (64-12800)k bytes:64
Tx bandwidth value (64-12800)k bytes:128
Switch(port(1-2))#
> no bandwidth limit 2
switch#port 2
switch(port(1-2))#no bandwidth limit
switch(port(1-2))#

show bandwidth

64 kbytes
2 64KB 128KB
switch#port 2
Switch(port(2-2))#bandwidth limit
Bandwidth type (1-Rx 2-Tx 3-Rx/Tx):3
Rx bandwidth value (64-12800)k bytes:64
Tx bandwidth value (64-12800)k bytes:128
Switch(port(2-2))#
no bandwidth limit 2
switch#port 2
Switch(port(2-2))#no bandwidth limit
Switch(port(2-2))#

show bandwidth

Port Flag RxBand TxBand
1 disable ———KB KB
2 RX/Tx 64 KB 128 KB
3.3
> storm-control,

29
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1-4

switch#storm-control

Enable storm control(y/n) 1y

Enable storm control ports list : 1-4

Port broadcast flow rate range(0-1250000 bytes) :10000
Switch#

1 4

switch#storm-control

Enable storm control(y/n) :n

Disable storm control ports list : 1-4

Switch#
> show storm-control
3.4 ARL
Address Resolution Logic
ARL
ARL ARL
> arl
CONFIGURATION
ARL MAC
MAC MAC
MAC
VLAN ID
> no arl <mac-address>
CONFIGURATION
ARL MAC
> no marl <mac-address>
CONFIGURATION
ARL MAC
arl
> show arl all
CONFIGURATION
ARL
> show marl all
CONFIGURATION
ARL
> show arl ports <port-listl> [<port-list2>] ...... [<port-listn>]
CONFIGURAITON
ARL
> show arl mac <mac-address>
CONFIGURATION
ARL MAC MAC
> show arl age-interval

CONFIGURAITON

» arl age-interval <age>

30

0-1250000 bytes/

MAC
ARL

MAC
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CONFIGURAITON

3.5 mirror

iSpirit 2928G

1 2 1 PC ping
> mirror
CONFIGURATION
mirror
Switch# mirror
3 2

Source Mirror Port (1-28) : 2
Destilation Mirror Port(1-28): 3
Mirror mode select (RX/TX) : rx

Destilation Mirror Port ,TX Rx

> no mirror
CONFIGURATION
mirror
Switch# no mirror
> show mirror
CONFIGURATION
mirror
Switch# show mirror

3.5.1 mirror

1
Switch# mirror
Source Mirror Port (1-28) : 1
Destilation Mirror Port(1-28) : 8
Mirror mode select (RX/Tx) : tx
2
Switch# mirror

31
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Source Mirror Port (1-26) : 2
Destilation Mirror Port(1-26): 8
Mirror mode select (RX/Tx) : tx

show mirror

Switch# show mirror
Mirror function enable.
Current mirror mode : Tx.
Source mirror port :1
Destination mirror port: 8

3.6 Trunk
Port Trunking
iSpirit 2928G
Port Trunking

Port Trunking

Port Trunking

Port Trunking

trunk
trunk
trunk
> port trunking
Switch  trunk

rtag<1-4> tid<0-3> port list

4 10/100M
rtag trunk id
MAC 3 xor MAC
trunk ports
1 8 tid 1 rtag 2 trunk
Switch  trunk
Trunk_rtag:2
Trunk_id:1
Ports_list:1-8
> trunk
Switch# no trunk <tid>
> trunk
Switch# show trunk
> trunk
Switch# trunk rtag <tid> <rtag>
> trunk
Switch# trunk ports <tid> <port list>
> trunk

Switch# trunk no ports <tid> <port list>

3.6.1 Trunk
1 2 trunk 1-4
Switch# trunk port 1 1-4  <cr> set trunk configuration
trunk

32

4 1 MAC
and

Port Trunking
Port Trunking

MAC
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3.7

3.8

3-2 TRUNK
trunk
Switch# no trunk A trunk indentifier(0<=tid<=3)
trunk
Switch# trunk table init <cr>
1 trunk
Switch# show trunk
TGID RTAG status Ports
0 1 Not_ready 0
1 1 Active (010203 04)
2 1 Not_ready 0
3 1 Not_ready 0
trunk
2 trunk vlan
MAC
iSpirit 2928G mac
1 MAC

mac filter <vlanid> <mac address>

vlanld mac vlan
mac-address mac

Switch# mac filter 2 00:10:5c:af:ba:a9
2 MAC
no mac filter <vlanid> <mac address>

vlanld mac vlan
mac-address mac

Switch# no mac filter 2 00:10:5c:af:ba:a9
3 MAC
show mac filter

lock ports <port-list1> [<port-list2>] ...... [<port-listn>]
CONFIGURAITON
MAC
unlock ports <port-listl> [<port-list2>] ...... [<port-listn>]
CONFIGURAITON
MAC

33
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1 VLAN
2 VLAN
3 VLAN

34
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VLAN
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VLAN

iSpirit 2928G

VLAN VLAN
VLAN VLAN

VLAN VLAN PVID

®VLAN
®VLAN
®VLAN

VLAN
VLAN

4.1 VLAN

VLAN
®VLAN
®VLAN ID
®VLAN
®VLAN

®VLAN

.
.
.
.
.

VLAN

VLAN
VLAN

VLAN
VLAN
VLAN
PVID
INGRESS FILTER VLAN
acceptable frame-type
VLAN

VLAN

1.VLAN

VLAN
2.VLAN
VLAN

VLAN

VLAN
3.VLAN

VLAN ID

VLAN
1 4094 VLAN ID

VLAN
VLAN

VLAN
VLAN

VLAN
VLAN

VLAN

VLAN PVID

VLAN ID VLAN ID

VLAN

VLAN

VLAN VLAN
VLAN

VLAN”

VLAN
VLAN “

VLAN

VLAN
VLAN

VLAN
VLAN

VLAN VLAN

0 4095 0 4095

35



I T I £8

VLAN VID 0
0 4-1
| DA | SA PT | DATA |
VLAN ID 0
| DA | SA TAG | PT | DATA
Lo | ot | vin |
VLAN ID 0
| DA | SA TAG | PT | DATA
| PRI | CF1 | VID(C 0) |
4-1
VLAN ID VID VID 0
VLAN ID VID VID 0
VLAN
iSpirit 2928G VLAN 802.1Q VLAN VLAN
untagged tagged VLAN untagged tagged
VLAN VLAN
untagged tagged
VLAN untagged VLAN untagged
VLAN untagged VLAN
VLAN tagged VLAN tagged
VLAN VLAN untagged
tagged
VLAN
VLAN tagged VLAN
VLAN VLAN
2 VLAN VLAN VLAN 2 VLAN 3
VLAN VLAN 2 VLAN 3 VLAN
3 2 4 1 3 2 4
iSpirit 2928G iSpirit 2928G
R
= ,‘*4 T
— 2, VLAN 2/ | VLAN 2]
!
e='# / VLAN 3 VLAN 3} L,
1 [ — = ‘ —23
=n 2 =73
4-2 VLAN

36

VID

VLAN

VLAN
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VLAN
1. VLAN
2.
3.
4. VLAN
5.
VLAN VLAN PVID
VID 0 VLAN VID
VID 0 VLAN untagged
VLAN VLAN PVID
VLAN untagged VLAN
PVID untagged VLAN
PVID VLAN
untagged VLAN VLAN
MAC FF:FF:FF:FF:FF:FF
MAC 40 1
VLAN
MAC VLAN
VLAN
VLAN
MAC VLAN
VLAN
VLAN
VLAN untagged
VLAN tagged
VID VLAN
VLAN VLAN
iSpirit 2928G VLAN VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN VLAN VLAN VLAN VLAN
VLAN

37
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VLAN
VLAN
VLAN
untagged
show vlan

show privatevlan

VLAN
iSpirit 2928G

4.2 VLAN

PORT RANGE
iSpirit 2928G
VLAN
VLAN
untagged
tagged

VLAN
VLAN
VLAN

VLAN
iSpirit 2928G
vlanid
VLAN
vlan <vlanid>
iSpirit 2928G
no vlan <vlanid>

VLAN

VLAN
iSpirit 2928G
VLAN

untagged

untagged <A A-B PORT NUMBER>

VLAN

no untagged <A A-B PORT NUMBER>

1
2
VLAN

VLAN
iSpirit 2928G
VLAN
tagged <pl-p2>
VLAN
no tagged <pl-p2>

tagged

38

VLAN untagged
VLAN untagged
VLAN VLAN

VLAN tagged
VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN iSpirit 2928G 256 VLAN
VLAN iSpirit 2928G VLAN

VLAN 1 VLAN 1 untagged

VLAN CONFIG VLAN

VLAN VLAN VLAN

VLAN VLAN VLAN
VLAN VLAN
VLAN VLAN untagged

VLAN untagged

VLAN untagged
VLAN VLAN untagged
VLAN untagged VLAN
VLAN VLAN tagged

VLAN tagged

VLAN tagged



I T I £8

VLAN
iSpirit 2928G VLAN VLAN VLAN
VLAN VLAN
VLAN
show vlan <vlanid>

VLAN
VLAN VLAN VLAN
VLAN 1 2 VLAN

1
RPOTOCOL DEFINITION <PROTOCOL CLASSID>

PROTOCOL CLASSID ID
2
TYPE <TYPE> [SUB TYPE]
TYPE IPX APPLETALK ethernetll rfc1042snap 8021lhsnap lic
SUBTYPE ethernetll rfc1042snap 8021hsnap llc 16
3
NAME <name>
4
ENABLE
5
SHOW PROTOCOLDEFINITION
VLAN
1 VLAN
PROTOCOL VLAN <VLANID> <A-BA PORT LIST> <PROTOCOL CLASSID> [VLAN PRIORITY]
2 VLAN
NO PROTOCOL VLAN <PORT NUMBER> <PROTOCOL CLASSID>
3 VLAN
SHOW PROTOCOL VLAN
PVID
1 PVID
PORT <A A-B PORT LIST>
A A B
2 A A-B PVID
PVID <VLAN ID>
3 PVID

SHOW PORT <[A A-B PORT LIST>

Ingress filtering VLAN
VLAN iSpirit 2928G

1 Ingress filtering
PORT <A A-BPORT LIST>
A A B
2 A A-B Ingress filtering
ingress-filtering
3 PVID
SHOW PORT <A A-B PORT LIST>
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acceptable frame-type VLAN
iSpirit 2928G tagged
1 acceptable frame-type
PORT <A A-B PORT LIST>
A A B
2 A A-B acceptable frame-type
acceptable frame-type <TYPE>
TYPE ALL
TAGGED
3 acceptable frame-type
SHOW PORT <A A-B PORT LIST>

VLAN
iSpirit 2928G VLAN VLAN
1 VLAN
protect vlan <vlanid><A uplink port number>
vlanid VLAN
A
2 VLAN
no protect vian <vlanid>
vlanid VLAN
3 VLAN

show protect vlan

VLAN

|

I

4-3 VLAN
Vlan1l
Vlan
1
1
3 1
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1 2
vlan 1 VLan
Switch# protect vian 1 3

Vlan
Switch# show protect vlan

protect vian ID: 1
protect vlan status: active
protect vlan uplink port: 3
4.3 VLAN

1 PORT VLAN

1

1 VLAN2 2928G

Switch# vlan 2

Vlan 2 added

Switch(vlan-2)#exit
Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# vlan 2
Switch(vlan-2)# untag 2
Switch(vlan-2)# vlan 3
Switch(vlan-3)# untag 3
Switch(vlan-3)# exit

VLAN

VLAN PC

1 VLAN

Switch# show vlan

PC

2

PORT VLAN

VLANS3

3

Vlan

VLAN
2928G

VLAN
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42

|[VID [Name | Status |

|——+ + |
|1 |Default VLAN 1 | Static |

| |
I I
|2 |vlan2 | Static |

| |
I I
|3 [vlan3 | Static |

: :
2 PC VLAN "y
Switch# show vlan 2

Vlan ID: 2

Vlan Name: vian2
Vlan Status: Static
(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [0]0]0[0[0]0]0[0[0]1]1[1|1]1]1[1|1]1]1|2|2]2]2|2]2]2]2|2]
[ [112]3]4]1516]718]9]0]1]2|3]|4[5]6]7|8|9]0[1]|2]3|4]5|6]|7|8]
s e e e et ok

| Configuration |- |U[-|-[-|-|-|-[-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1- -]

Switch# show vlan 3

Vlan ID: 3
Vlan Name: vlan3
Vlan Status: Static
(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [0]0]0[0[0]0]0[0[0]1]1[1|1]1]1[1]1]1]1|2|2]2]2|2]2]2]2|2]|
[ [112]3]4]1516]718]9]0]1]2|3]|4[5]|6]7|8|9]0[1]|2|3|4]5|6]|7|8]
L S e e S L e |

| Configuration |- |U[-|-[-|-|-|-[-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1- -]

3 pvid vlan
2 vlan 2 2 pvid 2

Switch# show port 2

Unit 01

Port 12

ifindex : 0x2100002

State . Enable

Set Speed . autonegotiate

Actual Speed . unknown

STP State . Disabled

Link . Down

MacLearn : Unlock

PortVianID 12
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PortDefaultPriority : 0
DropEvents : 0

Switch# show port 3

Unit 01

Port 03

ifindex : 0x2100003

State . Enable

Set Speed . autonegotiate

Actual Speed . unknown

STP State . Disabled

Link . Down

MacLearn : Unlock

PortVianID 03

PortDefaultPriority : 0

DropEvents . 0

4 802.1Q vlan
r'./’ H'\I. r,.”-_---‘\. J_/)’ x.',_ __"-_---'-.
/VLANZ /VLANS w0 /VLAN2' /VLAN 3

b
) # '
“l ¢ :.\ ’."F \l 2 | !
\-. .’J ‘\ _-’ \.‘ ! ’
1/ . 2 5 3 4
4-5 802.1Q VLAN
2928G 4-1
4-1
vlan
1 1 2 Vlan 2 25
2 1 3 Vlan 3
3 2 2 Vlan 2 25
4 2 3 Vlan 3
1
witch# vlan 2
Vlan 2 added

Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 25
Switch(vlan-2)# exit
Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 25
Switch(vlan-3)# exit
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2
witch# vlan 2
Vlan 2 added
Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 25
Switch(vlan-2)# exit
Switch# vlan 3
Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 25
Switch(vlan-3)# exit

vlian vlian pc
1 pc "u” vlan

2 vlan
Switch# show vlan

pvid

vlan "M”

|VID |Name | Status |
[— + I
|1 |Default VLAN 1 | Static |
I I
|2 |vlan2 | Static |
I I
|3 |vian3 | Static |
I I
2 pvid 2 3  pvid 3

25 pvid 1

3 VLan
Vlan
Vlan IPX PC VLan
VLan
Switch# protocol definition 1
Switch(protocol-1)# type ipx
Switch(protocol-1)# enable
Switch# show protocol definition
protocol ID: 1
protocol status: active
protocol type: ipx
protocol subtype:  0x0000
protocol name: ipx
Appletalk

Switch# protocol definition 2
Switch(protocol-2)# type appletalk
Switch(protocol-2)# enable appletalk
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Switch# show protocol definition 2

protocol ID: 2
protocol status: active
protocol type: appletalk
protocol subtype: ~ 0x0000
protocol name: appletalk
IPX Vlan 2 Appletalk

Switch# vlan 2
Switch(vlan-2)# untag 1-24
Switch(vlan-2)# vlan 3
Vlan 3 added
Switch(vlan-3)# untag 1-24
Switch(vlan-3)# exit

Vlan 2 IPX
Switch# protocol vian 2 1-24 1 IPX

Switch# protocol vlan 3 1-24 2 Appletalk

VLan
Switch# show protocol vlan 1 (

protocol vlan protocol ID: 1

protocol vlan status: active
protocol vian VLAN ID: 2
protocol vlan priority: 0

protocol vlan protocol ID: 2

protocol vlan status: active
protocol vian VLAN ID: 3
protocol vlan priority: 0
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S VLAN

VLAN
1 VLAN
2 VLAN
3 VLAN
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VLAN iSpirit 2928G
VLAN VLAN VLAN ID
VLAN VLAN
VLAN VLAN VLAN
VLAN
® VLAN
® VLAN
® VLAN
5.1 VLAN
iSpirit 2928G 12 VLAN VLAN VLAN
VLAN VLAN
VLAN
VLAN
1. VLAN
2. VLAN VLAN
3. VLAN VLAN
4. VLAN
1. VLAN
VLAN VLAN
VLAN VLAN VLAN
VLAN
VLAN
iSpirit 2928G VLAN 6
VLAN
VLAN VLAN
VLAN VLAN
VLAN
VLAN
VLAN
VLAN
VLAN
5-1 VLAN 1-6 10-12 VLAN 1 2
3 4 5 6 3 4 5 6
10 11 12 1 2 1 2 1 2
1 2 3 6 3 4 1 2 3
4 3 4 1 2 5 5 6 1
2 5 6 5 1 4 1
2 1 6 1 2
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iSpirit 2928G
5-2 VLAN VLAN 1 1-3 1 VLAN
5-7 12 VLAN 1 2 3 2 3
11 VLAN 2 5 6 7
12 VLAN 1 1 1 1
2 3 2 3 2 3
VLAN 2 4 4 5 6 5 6
2 5 6 4 VLAN 1
2
1 2
P /'
, VLAN 2
T /ﬁ

e /
4
\\
k.
A\
\

1) 2

R O PP

|
=

8
5

3

i e ——4]

7 Y
\ I
/;/f’/"/ t j t j ggg@ﬁ@@@@@@ iSpirit 2928G
s 4\ i
e Y

VLAN
VLAN
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2. VLAN VLAN

VLAN VLAN VLAN VLAN ID
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN 10 19 VLAN
VLAN VLAN VLAN 10 19
VLAN VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN VLAN 10 19 VLAN
VLAN 10 VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN
VLAN VLAN VLAN VLAN VLAN
VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN >= VLAN
+ VLAN + 1
1 VLAN 2 2 VLAN VLAN
5 2+2+1
VLAN VLAN 26 iSpirit 2928G 26
3. VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN VLAN VLAN VLAN
VLAN VLAN VLAN VLAN VLAN
VLAN VLAN VLAN
VLAN VLAN untagged
VLAN VLAN untagged
VLAN VLAN VLAN
untagged VLAN tagged
show vlan VLAN VLAN VLAN
show privatevlan VLAN
4. VLAN
VLAN VLAN VLAN
VLAN VLAN
VLAN
5.2 VLAN
VLAN iSpirit 2928G CLI PRIVATE VLAN
PRIVATE VLAN VLAN VLAN PRIVATE VLAN
iSpirit 2928G VLAN VLAN
VLAN
° VLAN
° VLAN VLAN

49



I T I £8

VLAN
VLAN
VLAN
VLAN
VLAN

VLAN
VLAN VLAN
CONFIG VLAN
VLAN
privatevlan <group-id>

PRIVATE VLAN

PRIVATE VLAN group-id 1 12

CONFIG VLAN group-id 1 12

no privatevlan <group-id>

VLAN VLAN
VLAN PRIVATE VLAN
VLAN
PRIVATE VLAN VLAN VLAN
VLAN ID

vlan <min-vlanid> <max-vlanid> <primary-vlanid>

1 min-vlanid max-vlanid
2 primary-vlanid min-vlanid  max-vlanid
3  max-vlanid min-vlanid 26
4 min-vlanid max-vlanid VLAN VLAN
5 VLAN VLAN VLAN
6 VLAN active
VLAN

PRIVATE VLAN
isolate {<p>|<pl-p2>} [<p>|<pl-p2>] ...
PRIVATE VLAN

no isolate {<p>|<p1-p2>} [<p>|<pl-p2>] ...

1 VLAN active
2 VLAN
VLAN

PRIVATE VLAN
community-id
community <community-id> {<p>|<pl-p2>} [<p>|<pl-p2>] ...
PRIVATE VLAN
no community <community-id>

1 VLAN active
2 VLAN
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VLAN
PRIVATE VLAN
promiscuous {<p>|<p1l-p2>} [<p>|<pl-p2>] ...
PRIVATE VLAN

no promiscuous {<p>|<pl-p2>} [<p>|<pl-p2>] ...

1 VLAN active
2 VLAN
VLAN
VLAN VLAN VLAN VLAN
PRIVATE VLAN VLAN
enable
VLAN
1 VLAN min-vlanid max-vlanid primary-vlanid 0
VLAN VLAN VLAN < +
+ 1
3 VLAN
4 VLAN
5 VLAN
6 VLAN VLAN
VLAN VLAN untagged VLAN
VLAN
PRIVATE VLAN VLAN
disable
VLAN VLAN VLAN VLAN
VLAN VLAN VLAN
VLAN
VLAN
CONFIG PRIVATE VLAN VLAN group-id 1 12
VLAN group-id 12 VLAN group-id
VLAN

show privatevlian [group-id]

5.3 VLAN
VLAN 1-9 VLAN 1 2 3
45 6 3 4 5 6 78 9
1 2 1 2 1 2 1 2
6 3 4 1 2 3 4
12 5 6 5 6 1 2 5
5 6 1 4 1 2 1 6
1 2
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iSpirit 2928G

:::_ d_/g/‘: i:q—_ P
| |'!I'|ﬂ|| | O O CJ
; p W 7 j8 73—
1 2 3 4 5 6
5-3 VLAN
Switch# private 1 vlan
Switch(privatevlan-1)# vlan 2 6 2 vlan vlan

Switch(privatevlan-1)# isolate 1-2

Switch(privatevlan-1)# community 1 3-4

Switch(privatevlan-1)# community 2 5-6

Switch(privatevian-1)# promiscuous 7-9

Switch(privatevlan-1)# enable vlan

Switch# show privatevlan 1

Private vlan group : 1
status : active

max vlan number : 6
min vlan number : 2
primary vian number : 2
promiscuit port: 7 8 9
iSolatePort port : 1 2
community 1 port: 3 4
community 2 port: 56

1 min-vlanid max-vlanid

2 primary-vlanid min-vlanid  max-vlanid

3  max-vlanid min-vlanid 12

4 min-vlanid max-vlanid  VLAN VLAN VLAN

5 VLAN VLAN VLAN

6 VLAN active vlian

7 VLAN vlan vlan +
8 VLAN
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9 VLAN
10 VLAN
11 VLAN VLAN
12 VLAN VLAN untagged
VLAN VLAN
VLAN
VLAN VLAN 1 1-3 7 VLAN 2 4-
8 VLAN 1 1 2 3 2 3
7 VLAN 2 5 6 5 6
8 VLAN 1 1 1 1 2
2 3 2 3 1
VLAN 2 4 4 5 6 5 6 2
5 6 4 VLAN 1 VLAN 2
1 2
VLAN 2
iSpirit 2928G
5-4 VLAN
VLAN

vlan 1
Switch# privatevlan 1
Switch(privatevlan-1)# vlan 1000 1002 1000
Switch(privatevlan-1)# isolate 1
Switch(privatevlan-1)# community 1 2-3
Switch(privatevlan-1)# promiscuous 7
Switch(privatevlan-1)# enable

Switch# show privatevian 1
Private vlan group : 1
status : active
max vlan number : 1004
min vian number : 1000
primary vlan number : 1000
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promiscuit port : 6
iSolatePort port : 1
community 1 port: 2 3

vlan 2
Switch# privatevlan 2
Switch(privatevlan-1)# vlan 2000 2002 2000
Switch(privatevlan-1)# isolate 4
Switch(privatevlan-1)# community 1 5-6
Switch(privatevlan-1)# promiscuous 8
Switch(privatevlan-1)# enable

Switch# show privatevlan 2
Private vlan group : 2
status : active
max vlan number : 2002
min vian number : 2000
primary vlan number : 2000
promiscuit port : 8
iSolatePort port : 4
community 1 port: 5 6
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6 STP

STP
1 STP
2 STP
3 STP
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6.1 STP

iSpirit 2928G IEEE802.1d STP STP
IEEE802.1d

STP

6.2 STP

STP
. STP
. STP

STP STP
STP STP

> STP
Switch# stp <enable>  no stp
enable, STP no stp STP
> STP STP
enable stp ports <port|portl-port2> [port|portl-port?] ...
> STP STP
disable stp ports <port|portl-port2> [port|portl-port2] ...
> stp stp
Switch(port(2-2))# stp port enable
> stp stp
Switch(port(2-2))# stp port disable
> 32768
stp bridge priority <A>( priority 0~65535)
0 65535
> PORT RANGE 128
stp port priority <A> ( priority 0~255)
> BPDU 2
stp bridge hello-time <A>
> STP 15
stp bridge forward-delay <A>
> STP
stp bridge max-age <A>
> STP
show stp bridge
> PORT RANGE STP
show stp port<port>

56
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Bridges

STP

Switches

STP

STP
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6.3 STP

Switch# stp enable <cr>

Switch# show sw

Ip Address :0.0.0.0
Subnet Mask : 255.255.255.0
Default Gateway :0.0.0.0

MAC Address : 00:de:ad:be:ef:00
BOOTP : Disable

DHCP : Disable
Spanning Tree : Enable

Traffic Classes : Disable

GVRP : Disable
GMRP : Disable

IGMP Snooping : Disable

Reset 1 no reset

Switch# no stp

Switch# stp bridge priority A stp bridge priority (0=<A<=65535)

Switch# disable stp ports A-B or A port list (1=<A,B<=28)

Switch# show stp bridge
— Designated Root Information —-

Priority 1 32768

MAC Address : 00:09:ca:01:75:02
Hello Time 1 2s

Forward Delay : 158

Max Age : 20s

32768
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— Bridge STP Information —-

Bridge Priority 1 32768

MAC Address : 00:09:ca:01:75:02
Root Path Cost 10

Root Port 10

Bridge Hello Time 1 2s

Bridge Forward Delay 1 15s

Bridge Max Age 1 20s

Switch# show stp port A port number (1=<A<=28)

Switch# show stp port 1
— Port Information —

STP Port : Enable
Port ID 01
Priority 1128
State : Disabled
Path Cost 119
Designated Cost 10

— Designated Root Information —-
Priority 1 32768
MAC Address 1 00:09:ca:01:75:02

— Designated Port Information —-
Port ID 01
Priority 1128

— Designated Bridge Information —-

Priority 1 32768
MAC Address 1 00:09:ca:01:75:02
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/Internet
7-1 2
7-1 7-2 A B C A
C A B C
. pl/'-_ ‘_ ¢
, L~ N 73
A | { \
| — 2 \ Z
ﬂg P \"-._‘H // HHMH
= - _ | B
p2 y
—é
7-1
—
: P N p
A | ——1 !
== p2 \ —
fg e //ﬁ-_h“"“-a._.‘_‘_
=
— 3
7-2
iSpirit 2928G IGMP IGMP SNOOPING IGMP
iSpirit 2928G 1P
query IGMP SNOOPING IGMP 1P MAC
7.1
iSpirit 2928G MAC
IGMP SNOOPING
. MAC
1.
255 255 MAC
MAC VLAN ID
MAC VLAN ID
VLAN MAC
MAC VLAN ID
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MAC
MAC MAC MAC MAC 1 MAC
0 6-3 01:00:00:00:00:01 MAC 00:00:00:00:00:01
MAC
MAC
48 40 39 32 31 24 23 16 15 8 7 0
| [ 1] | | | | |
MAC
48 40 39 32 31 24 23 16 15 8 7 0
| o] | | | | |
7-3 MAC
MAC IP MAC IP MAC IP MAC IP
MAC 01:00:5e 23 0 23 IP 23
IP MAC IP MAC MAC 01:00:5e:00:00:01 IP
MAC 01:00:ff:00:00:01 1P MAC 6-4 1P MAC
IP MAC
48 40 39 32 31 24 23 16 15 8 7 0
01 00 se | o] |
7-4 IP MAC
VLAN
iSpirit 2928G IGMP SNOOPING IGMP SNOOPING
MAC IGMP SNOOPING
IGMP SNOOPING IP MAC IP MAC

IP MAC
IGMP SNOOPING

MAC

MAC

MAC

IGMP SNOOPING
IGMP MAC

MAC

IP MAC
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7.2
iSpirit 2928G
1.
. CONFIG
VLAN ID MAC

multicast <vlanid> <mac-address> {<port>|<portl-port2>} [<port>|
<portl-port2>] ...

CONFIG

VLAN ID MAC

no multicast <vlanid> <mac-address> [<port>|<portl-port2>] ...

2.
. CONFIG
show multicast static
. CONFIG
show multicast
7.3

62

7-5
1P 172.16.4.1 VLAN2
224.100.100.240 MAC 01:00:5e:64:64:f0
1 2 iSpirit2928G 1 2
1-2 01:00:5€e:64:64:f0 VLAN2

switch# multicast 2 01:00:5e:64:64:f0 1-2
Switch# show multicast static
multicast address: 01:00:5e:64:64:f0
vlan id: 2
port list: 12

iSpirit 2928G

172.16.4.1
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8 IGMP SNOOPING

IGMP SNOOPING
1 IGMP SNOOPING
2 IGMP SNOOPING
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/Internet
iSpirit 2928G IGMP IGMP SNOOPING IGMP
IP IGMP SNOOPING IGMP IP

MAC
8.1 IGMP SNOOPING

IGMP SNOOPING IGMP SNOOPING IP MAC IP MAC

IGMP SNOOPING
« IGMP SNOOPING

1.IGMP SNOOPING

IGMP SNOOPING IGMP IGMP

vlianid IGMP

Vlanld Age Type

IGMP SNOOPING IGMP REPORT IGMP
SNOOPING IGMP REPORT IGMP
QUERY IGMP QUERY

IGMP QUERY IGMP SNOOPING IGMP V2 Leave IGMP SNOOPING

immediate leave ENABLE IGMP V2 leave

IGMP SNOOPING leave IGMP SNOOPING age
time IGMP SNOOPING

age time
2.
MAC IGMP SNOOPING
IGMP SNOOPING IP MAC IP MAC
1P MAC
IGMP SNOOPING MAC
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IGMP SNOOPING
IGMP MAC

MAC

MAC
IP MAC
MAC



I T I £8

IGMP REPORT

IGMP QUERY VLAN
IGMP QUERY IGMP REPORT IGMP REPORT
IGMP QUERY IGMP REPORT
(IGMP )
1 2
224.1.1.1
8-1 1
8-1 VLAN 2 IGMPv2
1 224.1.1.1 3 IGMP QUERY
1 IGMP QUERY IGMP REPORT 2
1 IGMP REPORT 3/1
8-1
vlan ID
01:00:5e:01:01:01 2 1,3

2241.11

QUER\-(.‘JJT?EPORT
3

f—
—

e

8-2

e .’:l iSpirit 2928G

L7 d 224111

IGMP QUERY
1
IGMP REPORT
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8-2 8-1 1 224.1.1.1 7-2 2 224.
1.1.1 2 IGMP QUERY IGMP REPORT 2 IGMP REPORT
2
8-2
vlan ID
01:00:5e:01:01:01 2 1,2, 3
4,
IGMP IGMP QUERY
IGMP QUERY IGMP REPORT
IGMP
LEAVE IGMP QUERY IGMP REPORT
IGMP
LEAVE

IGMP REPORT

immediate leave ENABLE IGMP LEAVE
immediate leave

8.2 IGMP SNOOPING

IGMP SNOOPING
« IGMP SNOOPING

. IGMP SNOOPING
. immediate leave
. age

1. IGMP SNOOPING
IGMP SNOOPING
immediate leave

age 300

2. IGMP SNOOPING
CONFIG IGMP SNOOPING FFP
igmp snooping
CONFIG IGMP SNOOPING
no igmp snooping

3. immediate leave
. CONFIG immediate leave
igmp snooping immediate-leave
. CONFIG immediate leave
no igmp snooping immediate-leave

4, age
CONFIG age
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igmp snooping age <age-interval>
CONFIG IGMP SNOOPING

show igmp snooping
CONFIG IGMP SNOOPING

show multicast
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9

iSpirit 2928G 802.1x RADIUS

HyperBoss

68

1 802.1x

2 RADIUS

3 802.1x

4 802.1x

5 RADIUS

AAA

802.1x
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AAA Authentication, Authorization, and Accounting
AAA
. (Authentication):
. (Authorization) :
. (Accounting) :
AAA 802.1x
HyperBoss 802.1x PC 802.1x
iSpirit 2928G
HyperBoss HyperBoss
802.1x 802.1x HyperBoss RADIUS
9.1 802.1x
802.1x MAC
Vlan ID MAC 802.1x
802.1x PC 802.
1x
« 802.1x
« 802.1x
1. 802.1x
802.1x Supplicant System Authenticator System
Authentication Server System 9-1
| -
( ) — ;E‘ (HyperBoss)
7 (ispirit 2928G)
9-1 802.1x
PC
802.1x 802.1x
802.1x
iSpirit 2928G MAC
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802.1x
RADIUS RADIUS 802.1x
EAP RADIUS RAIDUS EAP
802.1x 802.1x
EAP RADIUS
HyperBoss
2.
802.1x EAPOL EAP Over LAN
EAP EAP EAPOL EAP
MD5 EAP
EAPOL 9-2 PAE Ethernet Type EAPOL 0x888E Protocol Version
EAPOL 1 Packet Type EAPOL Packet Body Length EAPOL
Packet Body EAPOL
Octet Number
PAE Ethernet Type 1-2
Protocol Version 3
Packet Type 4
Packet Body Length 5-6
Packet Body 7-N
9-2 EAPOL
EAPOL
EAPOL-Start Packet Type 1
EAPOL-Logoff Packet Type 2
EAP-Packet Packet Type 0
EAP 9-3 Code EAP Request Response Success Failure Identifier
Response Request Length EAP Data EAP
EAP
EAP-Request Code 1 EAP
EAP-Response Code 2 EAP
EAP-Success Code 3 EAP
EAP-Failure Code 4 EAP
Octet Number
Code 1
ldentifier 2
Length 3-4
Data 5N
9-3 EAP
3.
802.1x Auto
9-4
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EAPOL-Start

EAP-Request/Identity

EAP-Response/ldentity

RADIUS Access-Request

EAP-Request/OTP

RADIUS Access-Challenge

EAP-Response/OTP

RADIUS Access-Request

EAP-Success

RADIUS Access-Accept

Port Authorized
EAPOL-Logoff

Port Unauthorized

9-4

EAPOL-Start
EAP-Response EAP
EAP-Request

Request

Response EAP RADIUS

EAP-Success
EAP-Success
EAPOL-Logoff

iSpirit 2928G

9-5

iSpirit 2928G

o W y
Y, S
———_1 .
¢ -]

./,

EAP-Request/Identity

EAP-Response/ldentity

RADIUS Access-Request

EAP-Request/OTP

RADIUS Access-Challenge

EAP-Response/OTP

RADIUS Access-Request

EAP-Success

9-5
4. 802.1x

Force-unauthorized
Auto

authorized
Force-authorized
N/A

RADIUS Access-Accept

Port Authorized

N/A
802.1x

Force-unauthorized

RADIUS

Auto
N/A

EAP-

EAP-

Force-

802.1x
802.
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1x
Force-authorized
EAPOL-Start EAP-Success 802.1x
Force-unauthorized
802.1x
Auto 802.1x 9-
4 Auto
9.2 RADIUS
EAP RADIUS RADIUS
/ RADIUS RADIUS
RADIUS
HMAC RADIUS
RADIUS RADIUS
RADIUS
1.
RADIUS UDP RADIUS RADIUS 1645
1812 RADIUS 1646 1813
RADIUS UDP RADIUS RADIUS
RADIUS
RADIUS 9-6 Code RADIUS Identifier Length
Authenticator 16
MD5 Attribute RADIUS

0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7

1 Code Identifier Length
2
3 .
Authenticator
4
5
6 Attribute - - - - - - ;
9-6 RADIUS
RADIUS
« Access-Request Code 1
« Access-Accept Code 2
« Access-Reject Code 3
« Access-Challenge Code 11
« Accounting-Request Code 4
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« Accounting-Response Code 5

RADIUS RADIUS
RADIUS

iSpirit 2928G

EAPOL-Start

EAP-Request/Identity
EAP-Response/ldentity RADIUS Access-Request

EAP-Request/OTP RADIUS Access-Challenge
EAP-Response/OTP RADIUS Access-Request
EAP-Success RADIUS Access-Accept

RADIUS Acc-Request-Start

RADIUS Acc-Response

RADIUS Acc-Request-Stop

EAPOL-Logoff
RADIUS Acc-Response

9-7

Access-
EAP EAP
Access-Accept

Access-Request

Challenge
Access-Request
Accounting-Request
Accounting-Response
Accounting-Request

Accounting-Response

3.
RADIUS
PAP Password Authentication Protocol
RADIUS RADIUS RADIUS
CHAP Challenge Handshake Authentication Protocol 16
response response
response 16 RADIUS RADIU
16
response
EAP Extensible Authentication Protocol
RADIUS RADIUS
RADIUS 16
response response RADIUS RADIU
16
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response
EAP

9.3 802.1x

802.1x
« 802.1x
. 802.1x
. 802.1x

. 802.1x

1. 802.1x
iSpirit 2928G 802.1x
. 802.1x
. N/A
. 3600
. 9
. EAP-Request 30
. EAP-Request 3

CONFIG
dotlx default

2. 802.1x
. 802.1x 802.1x CONFIG
dotlx

. 802.1x N/A CONFIG
no dotlx

3. 802.1x
802.1x 802.1x
Auto
. CONFIG Auto
dotlx control auto <port number>
. PORT RANGE Auto
dotlx control auto
. CONFIG
dotlx control force-authorized <port number>
. PORT RANGE
dotlx control force-authorized
. CONFIG
dotlx control force-unauthorized <port number>
. PORT RANGE
dotlx control force-unauthorized
. CONFIG N/A

Force-authorized

Force-authorized

Force-unauthorized

Force-unauthorized
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no dotlx control <port number>
. PORT RANGE N/A
no dotlx control

MAC Auto Force-authorized Force-unauthorized

iSpirit 2928G

. CONFIG
dotlx reauthenticate
. CONFIG
no dotlx reauthenticate
. CONFIG
dotlx timeout re-authperiod <interval>

CPU

iSpirit 2928G
100 100 0

PORT RANGE
dotlx support-host <number>

802.1x iSpirit 2928G

tx-period EAP-Request max-req EAP-Request
quiet-period server-timeout
RADIUS

CONFIG

dotlx timeout tx-period <interval>

dotlx max-req <number>

dotlx timeout quiet-period <interval>

dotlx timeout server-timeout <interval>

7. 802.1x
CONFIG PORT RANGE 802.1x
802.1x
show dotlx [m/p]
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9.4 802.1X
172.16.3.0 172.16.4.0
172.16.4.100
172.16.3.100 —
| | -
o 2 =
9-8 802.1X 2028G radius
vlan vlan 1 radius ip 172.16.4.0 255.255.
255.0 2928G vlanl ip 172.16.4.1 radius ip 172.16.4.100 vlan2
vlan ip 172.16.3.0 255.255.255.0 vlan2 172.16.3.1
ip 172.16.3.100 2928G 1 2928G
802.1x pc 802.1x
radius
2928G  802.1x
Switch# dot1x
802.1x 2928G 1
Switch# dotlx control auto 1
2928G radius ip
Switch# radius host 172.16.4.100
radius radius
Switch# radius key rad123
802.1x
Switch# show dotlx
Global 802.1X Parameters
Dotlx Status Enable
ReAuth-enabled no
Accounting-enabled yes
ReAuth-period 3600
Quiet-period 60
Tx-period 30
Supp-timeout 30
Server-timeout 10
Max-req 3
reAuthMax 3
802.1X Port Summary
PortName  Status Mode HostNum
1 Link Down auto 100
2 Link Down n/a 100
3 Link Down n/a 100
1
Switch# show dotlx 1
Port-control : auto
Maximum hosts : 100
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Current Connecting hosts : 0

0oxof

radius
Switch# show radius-server
PrimaryServerlp 0 172.16.4.100
OptionServerlp :0.0.0.0
UdpPort 11812
accountingPort 1813
ShareKey : rad123
Vendor :
NasPort 1 0xc353
NasPortType : Oxof
NasPortServer : 0x02
1 802.1x show dotlx
2 show dotlx
3 radius ip show radius-server
4 radius
9.5 RADIUS
RADIUS
« RADIUS
. IP
. RADIUS
. RADIUS
1.RADIUS
iSpirit 2928G RADIUS
IP IP
RADIUS UDP 1812 UDP 1813
RADIUS NASPort 0xc353 NASPortType
2. IP
RADIUS
IP
. CONFIG IP
radius-server host <ip-address>
. CONFIG 1P

radius-server option-host <ip-address>

0.0.0.0

NASPortServer 0x02
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78

CONFIG
radius-server key <string>

. CONFIG
radius-server accounting
. CONFIG

no radius-server accounting

RADIUS
RADIUS
. CONFIG RADIUS UDP
radius-server udp-port <port-number>
. CONFIG RADIUS

radius-server attribute nas-portnum <number>
radius-server attribute nas-porttype <number>
radius-server attribute service-type <number>

RADIUS
CONFIG RADIUS
show radius-server

RADIUS
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10 MAC

iSpirit 2928G
MAC MAC
1 MAC
2 MAC
3 MAC
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10.1 MAC
MAC
MAC MAC MAC MAC
MAC
MAC MAC
MAC MAC MAC
IEEE802.1Q SVL IVL MAC SVL MAC VLAN VLAN
MAC MAC VLAN IVL MAC VLAN VLAN
MAC VLAN MAC MAC VLAN
iSpirit 2928G IVL MAC VLAN
iSpirit 2928G
‘ 00:10:5C:00:00:01
f i
12 P! ;_c 2
00:10:5C:00:00:01 00:10:5C:00:00:02
10-1
10-1 MAC iSpirit 2928G 1 MAC 00:10:5C:00:00:01
1 MAC 00:10:5C:00:00:01 2 MAC 00:10:5C:
00:00:02 1 2 1 1 1
2 1 1 pl 1 2
p2 1
MAC MAC
VLAN MAC A
MAC B MAC A B VLAN MAC
B 9-1 1 MAC 00:10:5C:00:00:01 2
MAC 1 2 VLAN 1 2
1
MAC
128 MAC
MAC 802.1x 802.1x Auto Force-
authorized Force-unauthorized MAC
10.2 MAC
iSpirit 2928G MAC MAC MAC
MAC MAC MAC
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MAC MAC MAC
MAC MAC MAC
MAC 128 MAC
128
iSpirit 2928G MAC
. CONFIG MAC vlanid mac-address
MAC MAC vlanid mac-address
MAC MAC
mac bind <port> [<vlanid> <mac-address>]
MAC MAC
802.1x Auto Force-authorized Force-unauthorized
MAC
MAC MAC
802.1x auto Force-authorized Force-unauthorized
VLAN MAC
128 MAC
. CONFIG MAC vlanid mac-address
MAC vlanid mac-address MAC
no mac bind <port> [<vlanid> <mac-address>]
. CONFIG MAC port MAC
port MAC
show mac bind [port]
10.3 MAC
192.168.1.10
TFTP
192.168.1.1 —
Ir:I} é
10-2 MAC
iSpirit 2928G 1 MAC 00:10:5c:af:ba:a9
MAC PC 1 MAC

Switch# mac bind 1 1 00:10:5c:af:ba:a9
Switch# show mac bind

port vlan macAddress STATUS
1 1 00:10:5c:af:ba:a9  Active
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vlanid mac-address
MAC

MAC MAC
1. 802.1x Auto Force-authorized
2. MAC
3.

MAC MAC
1. 802.1x auto Force-authorized
2. VLAN MAC
3. 128 MAC
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11

iSpirit 2928G
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11.1
1.

(1)

32

(2)

(3) P

(4)
2.

1P
32
3.
11-1
25 26
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v
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N J
\.\1 - -
11-2 iSpirit2916G iSpirit 2928G
iSpirit 2928G iSpirit2916G iSpirit2916G
1 24
iSpirit2916G
./"//
r'I; —
| / TV ==
L'\ o=y . ' = ,] -l|Sp|r|t 2928G
Ty e
P
( )
N P
11-2
S R Y
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S g e g

S A=,

:L iSpirit 2916G
Vd
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{ | iSpirit 2928G
\ /
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11-3 iSpirit2916G iSpirit 2928G
iSpirit 2928G iSpirit 2928G iSpirit2916G
iSpirit2916G iSpirit 2928G 1 24
iSpirit2916G
4, VLAN
VLAN
VLAN1
VLAN1 VLAN VLAN1
untagged tagged 11-1 3 VLAN1
VLAN VLAN1
5.
iSpirit 2928G 25 26
25 26 iSpirit 2928G 25 26
11-4 iSpirit 2928G iSpirit 2928G_1 25
iSpirit 2928G_1 26 iSpirit 2928G_2 25 26
iSpirit 2928G_3 25
/' i
( )
_ 25
4 : =/ iSpirit 2928G_1
.I" .'I
|
11-4
6.
iSpirit 2928G TELNET CLI
WEB
P SNMP
1P
UNIT UNIT 0
UNIT 1 32 UNIT
UNIT
MAC MAC
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11.2
1.
iSpirit 2928G
(1)
(2) HELLO 60
(3) lenovo
(4) 23 24
2.
stack

stack commander

no stack commander

no stack

stack auto-join

no stack auto-join

3. HELLO

HELLO HELLO HELLO
HELLO

HELLO
stack hello-interval <interval>
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4,

stack host-name <name>
5.

MAC MAC
stack member <mac-address>
UNIT

no stack member <unit-number>

stack leave
6.

slave <unit-number>
7.

show stack

show stack members

show stack candidates

show stack all

HELLO

show stack configuration

11.3
11-4 iSpirit2928G_1 iSpirit2928G_2  iSpirit2928G_3
iSpirit2928G_1 26 HELLO 10 iSpirit2928G_2  iSpirit2928G_3
iSpirit2928G_2 25 26

iSpirit2928G_3 25
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iSpirit2928G_1

Switch# stack hello-interval 10

Switch# stack host-name iSpirit2928G_1
Switch# stack commander

iSpirit2928G_2
Switch# stack host-name iSpirit2928G_2

iSpirit2928G_3
Switch# stack host-name iSpirit2928G_3
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12

QoS iSpirit 2928G
QoS

1 QoS
2 QoS
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QoS

iSpirit2928G

QoS

iSpirit2928G
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QoS
QoS
12.1 QoS
iSpirit2928G QoS QoS
iSpirit2928G Q0 Q1 Q2 Q3
Qo0 Q1 Q2 Q3 QO Packet
1~31
WRR Weighted Round Robin scheduling Q3
Q3 Qo Packet Q3 Q2 Q1 Qo
SPQ Strict priority queue scheduling Q3
802.1p MAC
TOS/DSCP TOS DSCP
1 2 MAC 3 802.1P 4 TOS/DSCP TOS/
DSCP 802.1P
QoS QoS
e802.1p QoS
802.1p QoS 2 TAG 12-1
0o 7 QoS 802.1p QoS TAG
Layer2 802.1Q/P Frame
Preamble Start frame | | x| 7ag | T |Dpata | Fcs
delimiter
| pri | cfi [ vid [
12-1  802.1p
o|P Precedence QoS
IP Precedence QoS P TOS 12-2 IP Precedence
0 7 |IP Precedence QoS DiffServ
eDiffServ QoS
DiffServ. QoS DSCP DSCP IP TOS 12-2
DSCP 0 63
Layer3 I1Pv4 Packet
version ToS Len | 10 |offset| TTL |Proto| Fcs [1P-SA|1P-DA | Data
length (1 byte)
% IP Precedence
DSCP

12-2 |IP Precedence DiffServ
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COS 802.1p 0o 7
IP Precedence IP 0o 7
DSCP DiffServ 0 63

scheduling IP

12.2 QoS

iSpirit2928G QoS best-effort

MAC TOS/DSCP COS 0

QoS

92

1 QoS COS TOS/DSCP PORT
2 QoS

QoS

1 COS
cos

QoS COS-QUEUE <A A-B COS VALUE> <OUT QUEUE>
cos

NO QoS COS-QUEUE
cos

SHOW QoS COS-QUEUE [COS VALUE]

2 TOS/DSCP
TOS

QoS TOS-QUEUE <A A-BTOS VALUE> <OUT QUEUE>
DSCP

QoS DSCP-QUEUE <A A-B DSCP VALUE> <OUT QUEUE>
TOS/DSCP TOS DSCP

NO QoS TOS-DSCP
TOS/DSCP

SHOW QoS DSCP-VALUE [DSCP VALUE]

SHOW QoS TOS-QUEUE [TOS VALUE]

SHOW QoS tosdscpstatus

3 PORT
PORT PORT
QoS PORT-QUEUE <A A-B PORT NUMBER><OUT QUEUE>
PORT
NO QoS PORT-QUEUE <A A-B PORT NUMBER>
PORT
SHOW Q0S PORT-QUEUE <PORT NUMBER>

4 MAC
MAC MAC
MAC

PORT

MAC
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QoS MAC <PORT NUMBER> <VLANID><MAC ADDRESS><MODE>
MODE

0 1 2
PORT

NO QoS MAC <PORT NUMBER><VLANID><MAC ADDRESS>
PORT

SHOW QoS MAC [PORT]

QO0S SCHEDULE <MODE><WEIGHT1><WEIGHT2><WEIGHT3>
MODE WRR  Weighted Round Robin
SPQ  Strict Priority Queueing
WEIGHT1 WEIGHT2 WEIGHT3 Q1 Q2 Q3 Qo

SHOW QoS SHEDULE

Packet
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13.1

iSpirit 2928G

iSpirit 2928G
IP

ACL
13-1

SNMP

TELNET WEB

iSpirit 2928G

TELNET WEB
ACL
TELNET WEB

SNMP

SNMP

TELNET WEB
TELNET

SNMP
TELNET

SNMP
ACL

ACL

ACL ACL ACL
IP

ACL ACL ACL

1 2
TELNET WEB
WEB SNMP ACL

192.168.0.100 1

iSpirit 2928G /<= /|
pl//' 1
_// p2

192.168.0.100

: 1 5
Q,_ 192.168.0.101

ACL
IP

ACL
TELNET

1
IP
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13.2
iSpirit 2928G TELNET WEB SNMP
. CONFIG TELNET group-id TELNET
ACL TELNET group-id TELNET
ACL ACL IP TELNET group-id 1
199
enable telnet [group-id]
. CONFIG TELNET TELNET
disable telnet
. CONFIG TELNET
Switch# set telnet port <port-num>
. CONFIG TELNET
Switch# set telnet password <password>
. CONFIG WEB group-id WEB ACL
WEB group-id WEB ACL
ACL 1P WEB group-id 1 199
enable web [group-id]
. CONFIG WEB WEB
disable web
. CONFIG WEB
Switch# set web port [port-num]
. CONFIG SNMP group-id SNMP ACL
SNMP group-id SNMP ACL
ACL 1P SNMP group-id 1 199
enable snmp [group-id]
. CONFIG SNMP SNMP
disable snmp
. CONFIG TELNET WEB SNMP
show manage-safety
13.3 SNMP
192.168.1.1
—" A \
SNMP )
192.168.1.100 gﬁ
13-2
SNMP SNMP IP 192.168.1.100
1P 192.168.1.1 IP 1P
SNMP snmp community public
private
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Community Name : public
View Name(internet) :
ReadOnly(1),ReadWrite(2)
Permission : 1

Switch# snmp community
Community Name : private
View Name(internet) :
ReadOnly(1),ReadWrite(2)
Permission : 2

snmp community
Switch# show snmp community

CommunityName ViewName Permission Status
public internet ReadOnly  Active
private internet ReadWrite Active
trap
snmp snmp
trap snmp 2
Switch# snmp trap
trap name : test
Target Ip Addr: 192.168.1.100
snmpvl1(1),snmpv2(2),snmpv3(3)
Version : 2
Switch# show snmp trap
Trap Name :test
Transport Domain :1.3.6.1.6.1.1
Target ip :192.168.1.100
Target port 1162
TimeOut : 1500
Retry Count 10
Version :snmp V2
Storage Type : nonvolatile
Status : Active
snmp
1 community , pubic ,
2 snmp community snmp
trap snmp
1 community , pubic ,
2 trap ip snmp
3 ip snmp ip

ip

private

private
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14 SNMP  RMON

iSpirit 2928G SNMP  RMON SNMP  RMON

SNMP
RMON
SNMP
RMON

A W N PP
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14.1 SNMP
SNMP
agent
SNMP
MIB
SNMP GET SET TRAP GET
SET TRAP
TRAP link up
link down STP RMON EVENT
SNMP SNMPV1 SNMPV2 SNMPV3
iSpirit 2928G SNMP SNMP
TRAP SNMPV1 SNMPV2 SNMPV3
iSpirit 2928G MIB1 MIB2 MIB RFC BRIDGE MIB
SNMP iSpirit 2928G MIB

RFC 1213 RFC1213-MIB MIB Il All groups except egp and transmission.
RFC 1493 BRIDGE-MIB dotldBase and dotldStp groups.

RFC 1757 RMON-MIB RMON-Lite (4 RMONL1 groups)1-statistics, 2-history, 3-alarm, and 9-event.

RFC 1907 SNMPv2-MIB Conformance groups 5, 6, 7, 8, 9.Also used for SNMPv3.

RFC 2233 IF-MIB Interface group extension for SMIv2CG= 4, 5, 6, 7, 10, 11, 13.

RFC 2571 SNMP-FRAMEWORK-MIB SNMPv3 MIB. SNMP ManagementFrameworks. CG=1.

RFC 2572 SNMP-MPD-MIB SNMPv3 MIB. SNMP Message Processing and Dispatching. CG=1.

RFC 2573 SNMP-TARGET-MIB SNMPv3 MIB. Define management targets. CG=1, 2, 3.
SNMP-NOTIFICATION-MIB SNMPv3 MIB. Notification generation configuration. CG=1, 2.

RFC 2574 SNMP-USER-BASED-SM-MIB SNMPv3 MIB. Define SNMP USM.CG=1.

RFC 2575 SNMP-VIEW-BASED-ACM-MIB SNMPv3 MIB. Define SNMP VACM.CG=L1.

RFC 2665 EtherLike-MIB dot3StatsTable group for SMiv2.

14-1
Get_next Request

SNMP
SNMP
SNMP

Set Request
Get Response
SNMP TRAP

Get Request Get_next Request Set Request

Get Request
MIB

iSpirit 2924

Get Response Trap

!

14-1 SNMP

14.2 RMON

RMON(Remote Network Monitoring, )
RMON

SNMP

RMON MIB
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2.
SNMP set
RMON RMON
statistics etherStatsStatus history historyControlStatus alarm alarmStatus  event
eventStatus valid(1), createRequest(2),UnderCreation(3) invalid(4)
createRequest 2 underCreation
3 valid 1 valid 1
underCreation 3 ,
valid 1 valid valid 1
invalid 4
iSpirit 2928G 1 2 3 9 RMON MIB statistics history alarm event
14.3 SNMP
SNMP community TRAP iSpirit 2928G
public 8 iSpirit 2928G TRAP
8 TRAP
SNMP
« SNMp community
CONFIGURATION
Community Name
Permission 1) 2)
/
e« snmp trap
CONFIGURATION
trap name trap
Target Ip Addr Trap IP
Version Trap vl v2 v3
snmp trap Trap name
name trap Target ip addr trap version snmpV1
snmpV2 snmpV3 162

« show snmp trap
CONFIGURATION
trap

« no snmp trap <trap-name>
CONFIGURATION
name trap
« snmp trap ip <trap-name> <ip-address>
CONFIGURATION

trap-name Trap

ip-address IP
trap-name ip

100
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« Snmp trap port <trap-name> <port>
CONFIGURATION

trap-name Trap

port
trap-name port

« snmp trap retries <trap-name> <retries>
CONFIGURATION

trap-name trap

retries
trap-name trap retries SnmpV1

« snmp trap timeout<trap-name> <timeout>
CONFIGURATION

trap-name Trap

retries
trap-name trap timeout timeout 1/100 SnmpV1
udp retries  timeout trap timeout/100 retries
« snmp trap version <trap-name><version>
CONFIGURATION
Trap-name Trap
version
trap-name trap
14.4 RMON
RMON
« rmon alarm [index]
CONFIGURATION
index Index index
rmon alarm index alarm
Interval 2
Variable INTEGER (INTEGER, Counter, Gauge,or TimeTicks)
SampleType absoluteValue (1)
deltaValue(2)
StartupAlarm risingAlarm(1), fallingAlarm(2), risingOrFallingAlarm(3)
risingThreshold fallingThreshold
RisingThreshold
RisingEventindex eventEntry
FallingThreshold
FallingEventindex eventEntry
alarm Alarm
alarmtable

101



I T I £8

« rmon event [index]
CONFIGURATION

index Index index
event MIB MIB
SNMP Trap
rmon event index event
EventType none(l) log(2) snmp-trap(3) log-and-trap(4)

« Normon alarm <index>
CONFIGURATION

index
index alarm entry

« NOrmon event <index>
CONFIGURATION

index
index event entry

« show rmon configuration alarm [index]
CONFIGURATION

index
alarm index index

« show rmon configuration even [index]
CONFIGURATION

index
event index index

« show rmon table even [index]
CONFIGURATION

index
event index index

« show rmon table statistics [index]
CONFIGURATION

index
statistics index index
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15
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15.

1

iSpirit 2928G

OTELNET

1. TELNET

iSpirit 2928G

iSpirit 2928G

TELNET

15.

2

TELNET

1. TELNET

104

iSpirit 2928G
TELNET
CONFIG
telnet <ip-address>

PING TELNET
TELNET TELNET
5 TELNET TELNET
ISpirit 2928G TELNET
TELNET TELNET
TELNET 1 5 TELNET

ISpirit 2928G

TELNET
TELNET

TELNET
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16 WEB
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16.1 WEB
1.WEB
iSpirit2928G Web Web
WEB
°
o Nestscape Communicator  Microsoft Internet Explorer
iSpirit2928G WEB WEB
®  iSpirit2928G WEB WEB
° WEB WEB WEB
2.WEB
Web 16-1
16-1
CPU 586
32MB
800x600
256
1E4.0 Netscape4.01
Microsoft’ ,Windows95”,Windows98”,WindowsNT’, Windows2000
? WindowsXP?,WindowsME’, Linux,Unix
Microsoft® Windows95® Windows98® WindowsNT® Windows2000® WindowsXP® Windows
ME®
3.WEB
Web
[ IP VLAN1 IP 192.168.0.1 255.255.
255.0
° Web PING
Web
16-1 iSpirit2928G admin
%@>ﬁ§kﬁFﬁﬁ%ﬂ.
i 192, 168. 0.1
et legend Hetworks
APEZW  |udnin
TBE
M HEEFEAEEES @
= i |

16-1
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4 WEB
162 WEB

WEB

— | 23 iSpirit 2928G
=] TERE

E0 SNMP

B0 akt

=0 BREERS R
B0

=] BFEe

] Qos BIE

B ACL HEE

E0 ATE. #H. iR

hitp: /e lenovonetworks. com

16-2 Web

16-3 WEB

WEB

3 iSpirit 2928G
®0 EERE

B {1 SNMP

B0 rt

=0 RS REE
= #E

B BERe

B Qos BE

E{D ACL ¥iBE

B0 . EAL T

http: e, lenovanetworks. com

16-3
16-2
16-2
Refresh
Web
Apply
Save Apply s Flash
Delete
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7.
WEB 16-4
icrosoft nternet Explorer S
New Password is null.
Or Re-Type Password is null.
Or New Password is different from Re-Type Password!
16-4
8.
(Entry) 16-5
new
new SAVE
Apply
SAVE Apply
Delete
SNMP ik
< IS 29245 — I ) .
T e seaa e w e |
DEE s | ~ mear - e i S —
B M | B i el nann [ [ [E] [ [“anmpA [ raiReady
A 7 | Py} [T [] [ 1500 0 | empv2 | rolReady
"Qﬂﬁﬂﬁlaiﬁiﬂ 3 | [ [ @ooo | @ [ @m0 [“anmpia | rolReady
e ) a3
{2y gos BN
) ACL RN
2N iR
16-5
9.
Status 16-6
active
16.2 WEB
iSpirit2928G WEB WEB
1.
16-7
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16-8
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10Base-T/100Base-TX RJ-45 UTP-5

UART

5KG
444mm x 44.45mm x 348mm(W x Hx L)

1 0°C to 40°C (32°F to 104°F)
1 -20°C to 70°C (-4°F to 158°F)
: 10% to 90% RH
: 5% to 90% RH
3000 (10,000 )
4570 (15,000 )

10Base-T: UTP Category 3, Category 4  Category
5

100Base-TX: UTP Category 5

1000Base-X: 1000Base-SX,1000Base-LX/LH

1000Base-ZX
10/100/1000Base-T: UTP Category 5
UTP Category 5 Enhanced

180-264V
1.5A

A-1 iSpirit 2928G
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TD RD
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9 UART UART B-2
5

|:I|"

|||I

k

9

B-3
B-3
DB-9 DB-9

DCD 1 1 DCD
RXD 2 3 TXD
TXD 3 2 RXD
DTR 4 4 DTR
SIG GND 5 5 SIG GND
DSR 6 6 DSR
RTS 7 7 RTS
CTS 8 8 CTS
R1 9 9 R1
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